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MARIO Framework licenses this Beta Software Program Product to  __________________ (the “Licensee”) 
subject to the terms contained in this Beta Testing License Agreement (this “Agreement”). Read the terms and 
conditions of this Agreement carefully before installing, copying, and using this MARIO Framework Beta 

Licensed Software and, if any, the accompanying documentation. 

 

The Beta Licensed Software is copyrighted to MARIO Framework and it is made available to Licensee under this 

Agreement for evaluative purposes only, it is not sold to Licensee. This Beta Licensed Software has not been 

released for sale, distribution or usage for the general public and will be referred to as “Beta Licensed 

Software” from here on. 

 

 

By clicking the “I accept the terms...” checkbox on the beta tester page, by executing a written copy of this 

Agreement, by installing, copying or otherwise using the Beta Licensed Software, Licensee is considered to have 

read and Licensee agrees to be bound by the terms of this Agreement. If Licensee is not willing to be bound by 

the terms of this Agreement, do not install, copy or use the Beta Licensed Software. MARIO Framework reserves 

the right to update this Agreement at any time without any prior notice to Licensee.  

 

Licensee agrees and acknowledges that the terms and conditions in this Beta Testing License Agreement 

has no effect nor any influence or any connection with – if any – any other MARIO Framework Software 

License Agreement which are applicable on MARIO Framework Program Products purchased by Licensee. 

 

 

1.             Beta Disclaimer 

 
1.1. THE BETA SOFTWARE LICENSED HEREUNDER IS STILL IN THE TESTING PHASE AND IS PROVIDED ON AN 

“AS IS” AND “AS AVAILABLE” BASIS AND IS BELIEVED TO CONTAIN DEFECTS AND A PRIMARY PURPOSE 
OF THIS BETA TESTING LICENSE IS TO OBTAIN FEEDBACK ON SOFTWARE PERFORMANCE AND THE 
IDENTIFICATION OF DEFECTS. LICENSEE IS ADVISED TO SAFEGUARD IMPORTANT DATA, TO USE 
CAUTION AND NOT TO RELY IN ANY WAY ON THE CORRECT FUNCTIONING OR PERFORMANCE OF THE 
BETA LICENSED SOFTWARE AND/OR ACCOMPANYING MATERIALS. 

 

 
2. Confidentiality & Confidential content accessible only to invited Licensees 

 

2.1. Licensee agrees that, unless otherwise specifically provided herein or agreed by MARIO Framework in 

writing, the Beta Licensed Software and, if any, the Documentation, provided to Licensee by MARIO 

Framework constitute confidential proprietary information of MARIO Framework. Licensee shall 

permit only authorized users, who possess rightfully obtained license keys, to use the Beta Licensed 

Software or to view, if any, the Documentation. Licensee agrees not to transfer, copy, disclose, 

provide or otherwise make available such confidential information in any form to any third party 

without the prior written consent of MARIO Framework. Licensee agrees to implement reasonable 

security measures to protect such confidential information, but without limitation to the foregoing, 

shall use best efforts to maintain the security of the Beta Licensed Software provided to Licensee by 

MARIO Framework. Licensee will use its best efforts to cooperate with and assist MARIO Framework 

in identifying and preventing any unauthorized use, copying, or disclosure of the Beta Licensed 

Software, if any, Documentation, or any portion thereof. 

 

2.2. This Beta Licensed Software can be accessible only to Licensees who are invited to test for using pre-

release Beta Licensed Software and providing feedback to MARIO Framework. All information 

available concerning the Beta Licensed Software is the confidential information of MARIO 

Framework.   For a period of five years from the time Licensee accessed this confidential 
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information, Licensee may not disclose this confidential information to any third party. This 

restriction will not apply to any information that is or becomes publicly available without a breach of 

this restriction; was lawfully known to the receiver of the information without an obligation to keep 

it confidential; is received from another source that can disclose it is lawfully and without an 

obligation to keep it confidential; or is independently developed. Licensee may disclose this 

confidential information if required to comply with a court order or other government demand that 

has the force of law. Before doing so, you must seek the highest level of protection available and, 

when possible, give MARIO Framework enough prior notice to provide a reasonable chance to seek a 

protective order. 

 

 

3.             Feedback 

 

3.1. It is expressly understood, acknowledged and agreed that Licensee shall, regardless of whether or not 

formally requested to do, provide to MARIO Framework reasonable suggestions, comments and 

feedback regarding the Beta Licensed Software, including but not limited to usability, bug reports and 

test results (collectively, “Feedback”). If Licensee provides such Feedback to MARIO Framework, 

Licensee shall grant MARIO Framework the following worldwide, non-exclusive, perpetual, 

irrevocable, royalty-free, fully paid-up rights: 

 to make, use, copy, modify, sell, distribute, sub-license, and create derivative works of, the 

Feedback as part of any MARIO Framework product, technology, service, specification or 

other documentation (individually and collectively, " MARIO Framework Products"); 

 to publicly perform or display, import, broadcast, transmit, distribute, license, offer to sell, 

and sell, rent, lease or lend copies of the Feedback (and derivative works thereof) as part of 

any MARIO Framework Product; 

 solely with respect to Licensee's copyright and trade secret rights, to sublicense to third 

parties the foregoing rights, including the right to sublicense to further third parties; and 

 to sublicense to third parties any claims of any patents owned or licensable by Licensee 

that are necessarily infringed by a third-party product, technology or service that uses, 

interfaces, interoperates or communicates with the feedback or portion thereof 

incorporated into any MARIO Framework Product, technology or service. 

 

3.2. Further, Licensee warrants that its Feedback is not subject to any license terms that would purport to 

require MARIO Framework to comply with any additional obligations with respect to any MARIO 

Framework Products that incorporate any Feedback. 

 

3.3. Should Licensee encounter any bugs, glitches, lack of functionality or other problems on the website, 

please let MARIO Framework know immediately so it can be rectified accordingly. Licensee can 

submit its requests and issues to help@marioframework.com. Licensee’s help in this regard is greatly 
appreciated. 

 

4.             Grant of License 

 

4.1. Subject to the terms and conditions of this Agreement, MARIO Framework hereby grants to 

Licensee a non-exclusive, non-transferable license (without the right to sublicense) (i) to use the 

Beta Licensed Software in accordance with, if any, the Documentation solely for purposes of 

internal testing and evaluation, and (ii) to copy Beta Licensed Software for archival or backup 

purposes, provided that all titles and trademarks, copyright, and restricted rights notices are 

reproduced on such copies and provided that only one copy of the Beta Licensed Software may be 

mailto:support@inventivegroup.com
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used at a time. 

 

5.             Restrictions on Grant 

 

5.1. Except as otherwise specifically permitted in this Agreement, Licensee may not: 

 modify or create any derivative works of any Beta Licensed Software or documentation, 

including – without limitation – translation or localization; (code written to published APIs 

(Application programming interfaces) for the Beta Licensed Software shall not be deemed 

derivative works); 

 copy the Beta Licensed Software except as provided in this Agreement or elsewhere by 

MARIO Framework; 

 separate Beta Licensed Software, which is licensed as a single product, into its component 

parts; 

 reverse engineer, decompile, or disassemble or otherwise attempt to derive the source 

code for any Product of the Beta Licensed Software (except to the extent applicable laws 

specifically prohibit such restriction); 

 redistribute, encumber, sell, rent, lease, sublicense, use the Beta Licensed Software in a 

timesharing or service bureau arrangement, or otherwise transfer rights to any Software. 

Licensee may NOT transfer the Beta Licensed Software under any circumstances; 

 remove or alter any trademark, logo, copyright or other proprietary notices, legends, 

symbols or labels in the MARIO Framework Product(s); or 

 publish or make public any results of benchmark tests run on any Software to a third party 

without MARIO Framework prior written consent. 

 

 

6.             Beta Licensed Software Product Support 

 

6.1. MARIO Framework is under no obligation i) to provide any technical support under the terms of this 

license, ii) to continue to develop, productize, support, repair, offer for sale or in any other way 

continue to provide or develop Beta Licensed Software either to Licensee or to any other party, and 

iii) provides no assurance that any specific errors or discrepancies in the Beta Licensed Software will 

be corrected. 

 

7.             Ownership and Copyright of Beta Licensed Software 

 

7.1. Title to the Beta Licensed Software and all copies thereof remain with MARIO Framework. The Beta 

Licensed Software is copyrighted to MARIO Framework. Licensee will not remove copyright notices 

from the Beta Licensed Software. Licensee agrees to prevent any unauthorized copying of the Beta 

Licensed Software. MARIO Framework does not grant any express or implied right to Licensee under 

MARIO Framework patents, copyrights, trademarks, or trade secret information. 

 

 

8.             Term of this Agreement 

 

8.1. Licensee’s rights with respect to the Beta Licensed Software will terminate upon the earlier of 

 the initial commercial release by MARIO Framework of a generally available version of the 

Licensed Software; or 

 [4 months] after the last date Licensee receives the Beta Licensed Software or any update 
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thereto. 

 

8.2. Either party may terminate this Agreement at any time for any reason or no reason by providing the 

other party advance written notice thereof. Upon any expiration or termination of this Agreement, 

the rights and licenses granted to Licensee under this Agreement shall immediately terminate, and 

Licensee shall immediately cease using, and will return to MARIO Framework (or, at MARIO 

Framework’s request, destroy), the Beta Licensed Software, if any, the Documentation, and all other 
tangible items in Licensee’s possession or control that are proprietary to or contain Confidential 

Information of MARIO Framework. 

 

 

9.             Disclaimer of Warranties 

 

9.1. THE BETA LICENSED SOFTWARE AND, IF ANY, DOCUMENTATION ARE LICENSED “AS IS”, AND MARIO 
FRAMEWORK DISCLAIMS ANY AND ALL OTHER WARRANTIES OF ANY KIND, WHETHER EXPRESS OR 

IMPLIED, INCLUDING, WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OF MERCHANTABILITY, 

SUITABILITY, USABILITY OR FITNESS FOR A PARTICULAR PURPOSE, MERCHANTABLE QUALITY, TITLE OR 

NON-INFRINGEMENT OF THIRD-PARTY RIGHTS, TO THE EXTENT AUTHORIZED BY LAW. 

 

9.2. WITHOUT LIMITATION OF THE FOREGOING, MARIO FRAMEWORK EXPRESSLY DOES NOT WARRANT 

THAT THE BETA LICENSED SOFTWARE WILL MEET LICENSEE’S REQUIREMENTS OR THAT OPERATION 
OF THE BETA LICENSED SOFTWARE WILL BE UNINTERRUPTED OR ERROR-FREE. THE BETA LICENSED 

SOFTWARE IS BEING PROVIDED TO LICENSEE “AS IS” WITHOUT WARRANTY OF ANY KIND. LICENSEE 
ASSUMES ALL RESPONSIBILITY FOR SELECTING THE BETA LICENSED SOFTWARE TO ACHIEVE ITS 

INTENDED RESULTS, AND FOR THE RESULTS OBTAINED FROM ITS USE OF THE BETA LICENSED 

SOFTWARE. LICENSEE SHALL BEAR THE ENTIRE RISK AS TO THE QUALITY AND THE PERFORMANCE OF 

THE BETA LICENSED SOFTWARE. 

 

9.3. ANY DOWNLOAD AND USE OF THIS BETA LICENSED SOFTWARE PROGRAM PRODUCT IS DONE AT THE 

LICENSEE’S OWN RISK AND THE LICENSEE WILL BE SOLELY RESPONSIBLE FOR ANY DAMAGE TO – 

WITHOUT LIMITATION – ANY COMPUTER SYSTEM OR LOSS OF DATA THAT RESULTS FROM SUCH 

ACTIVITIES. SHOULD IT PROVE DEFECTIVE, LICENSEE ASSUMES THE COST OF ALL NECESSARY 

SERVICING, REPAIR AND/OR CORRECTION. IT IS THEREFORE UP TO THE LICENSEE TO TAKE ADEQUATE 

PRECAUTION AGAINST POSSIBLE DAMAGES RESULTING FROM THIS BETA LICENSED SOFTWARE.  

 

 

10.           Limit of Liability 

 

10.1. IN NO EVENT WILL MARIO FRAMEWORK BE LIABLE TO LICENSEE OR ANY PARTY FOR – WITHOUT 

LIMITATION – ANY LOSS OF USE; INTERRUPTION OF BUSINESS; OR ANY DIRECT; INDIRECT; SPECIAL; 

INCIDENTAL; EXEMPLARY OR PUNITIVE OR CONSEQUENTIAL DAMAGES OF ANY KIND (INCLUDING 

LOST PROFITS) REGARDLESS OF THE FORM OF ACTION WHETHER IN CONTRACT; TORT (INCLUDING 

NEGLIGENCE); STRICT PRODUCT LIABILITY OR OTHERWISE; WHETHER ARISING OUT OF THE USE OR 

INABILITY TO USE THE BETA LICENSED SOFTWARE (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR 

DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY LICENSEE OR THIRD PARTIES OR A 

FAILURE OF THE BETA LICENSED SOFTWARE TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF 

MARIO FRAMEWORK HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. 

 

 

11. Data Collection, Processing, Privacy & Security 
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11.1 MARIO Framework takes the privacy of its educational customers and their staff, students and other 

users seriously, and MARIO Framework understands the need to safeguard personally identifiable 

information in records of staff and students who access and use MARIO Framework’s platforms, 
products and services. MARIO Framework acknowledges that, in cases where the Licensee is a 

Licensed Educational Agency (LEA) ownership of all Student Data remains with the Licensee. MARIO 

Framework agrees to use administrative, physical, and technical safeguards designed to protect 

Student Data from unauthorized access, disclosure, acquisition, destruction, use, or modification.  

 

The Licensee shall agree to employee reasonable security measures. 

 

 

11.2 The United States Family Educational Rights and Privacy Act (FERPA) provides parameters for what is 

permissible when sharing student information. MARIO Framework is authorized by schools and 

districts under the FERPA “school official” to receive and use educational data to provide educational 

services. The licensee is obligated to provide parents with notice that it is using MARIO Framework and 

must provide access to the MARIOforMe.com privacy policy. The data collected enable the creation of 

accounts in MARIO Framework, and allows teachers to track student growth and identify students who 

need interventions. This information is used only for academic purposes. We do not sell student data 

and we only collect data which is necessary to provide the service. See Appendix A  

(“MARIOforMe.com Privacy Policy”) for more information about how we use and protect data we 

collect. 

 

Upon request by the LEA, MARIO Framework will provide a list of the locations where Student data is 

stored. 

 

No more than once a year, or following unauthorized access, upon receipt of a written request from 

the Licensee with at least ten (10) business days’ notice and upon the execution of an appropriate 
confidentiality agreement, the Provider will allow the Licensee to audit the security and privacy 

measures that are in place to ensure protection of Student Data or any portion thereof as it pertains to 

the delivery of services to the Licensee. 

 

Upon parent request, the Licensee’s designated School Administrator may provide the parent with the 

Student’s data in a separate account. 
 

In the case that MARIO Framework determines an unauthorized breach of user data belonging to the 

 Licensee, the Licensee will be notified within 72 hours. 

 

MARIO Framework shall make no re-disclosure of Student data except as directed by the Licensed 

 Educational Agency (LEA), as permitted by the agreement, or as necessary to comply with law  
 enforcement. 

 

MARIO Framework shall make no attempt to re-identify deidentified Student data. 

 

Successors 

 

MARIO Framework requires that successors assume MARIO Framework's obligations with respect to 

 Student data. 
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12.           Governing Law and Forum 

 

12.1. This Agreement shall be governed in all respects, by and construed in accordance with the laws of the 

State of Delaware, USA, without reference to its principles relating to conflicts of law, and each party 

agrees that any action arising out of or related to this Agreement must be brought exclusively in a U.S. 

state or Federal court in the State of Delaware. 

 

 

13.           Entire Agreement 

 

13.1. This Agreement is a legal agreement and constitutes the complete and exclusive agreement 

between Licensee and MARIO Framework with respect to the subject matter hereof, and 

supersedes all prior or contemporaneous oral or written communications, proposals, 

representations, understandings, or agreements not specifically incorporated herein. This 

Agreement may not be amended except in a writing duly signed by Licensee and an authorized 

representative of MARIO Framework. 

 

 

Accepted and agreed to by: 

______________________ 

 

Signature:  _________________________  

  

 Name:      _________________________  

  

 Title:       _________________________  

  

 Date:       _________________________  

 

Accepted and agreed to by: 

MARIO Framework, LLC 

 

Signature:   ________________________  

  

 Name:      Philip Bowman____________ 

  

 Title:      CEO ____________________  

  

 Date:       September 27, 2022_________ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Appendix A 



 

8 | Page 

MARIO Framework® Beta Testing Software License Agreement for MARIOforMe™ (080522)  

MARIOforMe.com Privacy Policy 

 

 

Effective date: February 10, 2022 

Last updated date: January 31, 2022  

To see previous versions of our privacy policy please contact us at info@marioframework.com 

MARIOforMe is owned and operated by Mario Framework LLC, a Delaware limited liability 

company. Our mission is to leverage robust research to develop cutting-edge, technology-rich, 

learning solutions that release students’ inner purpose and strengths, positioning them for 
success. We are constantly innovating and measuring our impact in order to improve the lives 

of children, and we recognize our moral and legal responsibility to protect student privacy and 

ensure data security. 
 

This policy outlines the MARIOforMe platform’s privacy practices. If you would like 
information the privacy practices of marioframework.com please visit the site’s privacy policy 
here https://marioframework.com/privacy-policy/ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://marioframework.com/privacy-policy/
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COPPA compliance 
The primary users of MARIOforMe are young children. The Children’s Online Privacy Protection 
Act (COPPA) protects children under the age of 13. School officials and teachers are 
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authorized under COPPA to provide consent on behalf of parents; therefore, MARIOforMe does 

not obtain parental consent directly. A teacher or school district official provides consent for 

a child under the age of 13 to use MARIOforMe when they create a MARIOforMe account for 

that child. MARIOforMe enters into contractual agreements with every school and district it 

works with.  

 
FERPA compliance 
The Family Educational Rights and Privacy Act (FERPA) provides parameters for what is 

permissible when sharing student information. MARIOforMe is authorized by schools and 

districts under the FERPA “school official” exception to receive and use educational data to 

provide educational services. This data has significant educational value; apart from enabling 

the creation of accounts with which students access the MARIOforMe individualized learning 

path, the data allows teachers to track student growth and identify students who need 

intervention. This information is used only for academic purposes. We do not collect data for 

collection’s sake, and access is limited and appropriate.  
 

GDPR compliance 

MARIOforMe is committed to the principles inherent in the General Data Protection 
Regulation (GDPR) and particularly to the concepts of privacy by design, the right to be 
forgotten, consent and a risk-based approach. In addition, we aim to ensure: 

● transparency with regard to the use of data 

● that any processing is lawful, fair, transparent and necessary for a specific purpose 

● that data is accurate, kept up to date and removed when no longer necessary 

● that data is kept safely and securely. 

 

PDPA compliance 

MARIOforMe is committed to the principles inherent in the Personal Data Protection Act 
(PDPA). In addition to complying with COPPA, FERPA, and GDPR regulations, we ensure 
compliance with additional regulations set out by the PDPA.  

We require parental consent for all data owners under the age of 10. MARIOforMe does not 
obtain parental consent directly and requires that schools bear the responsibility of 
ensuring parental consent for all students, under the age of 18, using MARIO for Me.  

 

 

Information we collect from students 

This section provides information about MARIOforMe data practices and explains how we 

collect, use, and maintain student personal information. 

 

Data collection 
When a school or district creates a student account, MARIOforMe begins to collect 

information about students. Some of the data stored are personally identifiable 

information (PII). 

The following is a list of data fields that a school populates to create a student account and 
guardian accounts. 
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• First name 

• Last name 

• Student Email 

• Guardian 1 First Name 

• Guardian 1 Last name 

• Guardian 1 Email 

• Guardian 2 First Name 

• Guardian 2 Last name 

• Guardian 2 Email 

 

Additional optional PII is requested to further enhance the utility of MARIOforMe, but 

does is not necessary to create accounts: 

 

• Address 

• Grade Level 

• Note 

• Health Note 

 

As students use MARIOforMe, additional data is collected, including assessment scores, 

curriculum progress, student images, audio, video, goals, strengths, challenges, learning 

strategies, friendships, activities, support structures, habits and approaches towards 

learning, social and emotional learning factors, and reflections on learning.  

 

Students cannot share with other student users on the platform, there are no community 

features available for students such as chat, comments, forums or social media links. 
 

MARIOforMe also collects some personal information about teachers and administrators when 

a school or district creates accounts. This data includes first and last name, e-mail address, 

school or district name, pedagogical goals, pedagogical practices, and reflections on 

learning. 

 

Service Providers 
 

1. Amazon Web Services – Cloud computing provider 

2. Amplitude – Product analytics 

3. MongoDB Atlas – Database platform 

4. Pusher – Realtime data and functionality 

5. Zendesk – Cloud-based help management 

6. SendGrid, Inc – Email notification service 

 

For more information on these service providers, please contact us at 

info@marioframework.com 

 

Data use 
Data we collect is used to provide educational services. MARIOforMe tracks and assesses a 

student’s development as they progress through the curriculum. This data is used to generate 
reports that allow teachers to evaluate student progress and identify students who need 



 

12 | Page 

MARIO Framework® Beta Testing Software License Agreement for MARIOforMe™ (080522)  

intervention. MARIOforMe does not rent or sell student personal information, nor do we share 

the student information we collect for behavioral advertisements to students. We do not build 

a profile of students to track them across the internet and we do not share user data with 

third parties. No student data is used for commercial purposes.  
 

We retain some de-identified data (data we have made anonymous by removing all 

personally identifiable information) to conduct statistical research. This research helps us 

evaluate the effectiveness of MARIOforMe and improve our product. 

 

Data disclosure and access 
MARIOforMe acknowledges the right parents and legal guardians have under COPPA and FERPA 

to review, amend or request deletion of any educational data we collect pertaining to their 

children. Upon request, and after verifying identity, we will provide parents and legal 

guardians access to this data within 45 days. However, we recommend that parents first 

contact their child’s school. 
 

Personal data collected by MARIOforMe is accessible only to a limited number of MARIOforMe 

employees who need the data to perform their job. Access is controlled using a number of 

technical measures.  

 

A Note to UK, EU, & Thai Citizens:  

 

MARIOforMe complies with the rights given to EU/UK Citizens under the General Data Protection    
Regulation (GDPR) and Thai Citizens under the PDPA.  
 
These rights under the GDPR are as follows: 

 

● to correct the personal data we have about you; 
● to withdraw your consent to the processing of your personal data; 
● to obtain a copy of the personal data we hold about you; 
● to have your personal data deleted; 
● to transfer your personal data to another controller to provide you with services; 
● to restrict the personal data we have; 
● to request we stop processing your personal data. 

These rights under the PDPA are as follows: 

● to be informed; 
● to rectification; 
● to data portability; 
● to access/obtain records; 
● to objection; 
● to erasure; 
● to restriction; 
● to consent withdrawl; 
● to complaint. 
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If you are an EU/UK/Thai citizen and would like to make a complaint about the way we process 
your personal data, you can contact the relevant Data Protection Authority (DPA). Please 
contact us at info@marioframework.com to find out more. 

 

You can action any of these rights by contacting us at: Info@marioframework.com Requests 
will be  
actioned within 30 days. In the event that a request cannot be actioned in that time, we will 

respond to explain  
why and confirm when it is complete. 

Data retention and management 
Data maintained by MARIOforMe is protected in a secure environment. See Security 

Overview for more information about MARIOforMe security practices. 
 

All Personal data provided to MARIOforMe will be destroyed upon termination of our 

relationship with the school or district, or when it is no longer needed for the purpose for 

which it was provided. A school, student, or parent can request their data if their account is 

closed (if their data is not yet deleted) or they no longer wish to use the service. 

 

If a parent, student or school requests the deletion of their data this will be actioned within 

30 days. 

 

As outlined in the Individuals with Disabilities Education Act (IDEA), the MARIO Framework 

will support the Licensee in informing parents when the data of a special education student 

is no longer needed to provide services to that student.  

 

Data destruction 
MARIOforMe employs United States Office of Education best practice recommendations for 

data destruction. 
 

MARIOforMe uses these processes for data destruction: 
 

• Data is destroyed within 30 days of termination of a relationship with a school or 
district, preserving the opportunity of a school or LEA to honor any remaining parent requests 

for student education records created by the use of MARIOforMe before they are no longer 

available. 

• Data is destroyed using National Institute of Standards and Technology (NIST) 

clear method sanitization that protects against non-invasive data recovery 

techniques. 

• Sensitive data is completely removed using Eraser rather than methods such as file 

deletion, disk formatting, and one-way encryption that leave the majority of data 

intact and vulnerable to being retrieved. 

• Occasionally, non-electronic media used within MARIOforMe may contain personal 

data. When these documents are no longer required, the non-electronic media is 

destroyed in a secure manner (most typically using a shredder) that renders it safe 

for disposal or recycling. 
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Links  
MARIOforMe does not include links out to other sites and online services.  

 

Security overview 
At MARIOforMe, we are serious about our responsibilities. We have implemented several security 
measures to protect personal data from unauthorized disclosure. 
 

Software security 
MARIOforMe has implemented privacy and security practices that are compliant with relevant 

regulations; however, to achieve comprehensive protection of student personal data it is 

necessary for each school or district to use secure practices as well. 
 

Data encryption 

Data is encrypted when in rest and in transit. 
 

File Transfer Protocol 

Data is securely transferred to MARIOforMe using File Transfer Protocol (FTP) over 

secure (SSL/TLS)  cryptographic protocol. 
 

Firewalls 

Anti-virus software and firewalls are installed and configured to scan our system. 

The firewall is periodically updated and configured so users cannot disable the 

scans. 
 

Security audits 

MARIOforMe conducts security audits and code reviews. 
 

Secure programming practices 

MARIOforMe software developers are aware of secure programming practices and 

strive to avoid introducing errors in our application (like those identified by OWASP 

and SANS) that could lead to security breaches. 
 

Account protection 

Each user of MARIOforMe is required to create an account with a unique account 

name and password. Single Sign-On (SSO) users are authenticated with secure 

tokens. 

 

Changes to our privacy policies 
MARIOforMe periodically reviews the processes and procedures described in this document to 

verify that we act in compliance with this policy. If we determine that a change is necessary 

to improve our privacy practices, we may amend this policy. Changes will be posted 30 days 

prior to their implementation. If we make a material change to this policy we will notify you 

by email before making the change. 



 

15 | Page 

MARIO Framework® Beta Testing Software License Agreement for MARIOforMe™ (080522)  

 

Contact 

Info@marioframework.com | 651 North Broad Street, Suite 206 Middletown, Delaware 19709 
USA | +14043147708 

mailto:Info@marioframework.com
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